
Crypto Done Right (0.2)

One Year Later, Lessons Learned



Good Morning!
Introductions?

● Dr. Seth Nielson

● Founder of Crimson Vista, Inc

● Adjunct faculty at Johns Hopkins

● Tell me about yourselves



Crypto Troubles
(Still going!)



Even Certified 
Modules are not 
Immune



Security Beyond 
the Boundary

● Crypto must be configured correctly

● Crypto must be maintained

● Often by non-experts



Solutions?

● Prohibit crypto without license?

● Make crypto easier to use?

● Educate the masses?





Inception

● Original idea by Debra Baker, CISSP, CCSP

● The idea came out of a presentation Debra 

did on cryptographic best practices. 

● Industry needs this because even with the 

DUAL_EC_DRBG debacle, it took 7 years 

before industry made a change away from 

using it.

Is there one place to find best 

practices cryptographic 

configuration information?





Cisco

● Initial funding gift to Hopkins

● No strings attached

● Additional collaboration and ideas

● Committed to an independent 

community



Getting Started

● Understanding the audience

● Developing a philosophy

● Creating initial content



Crypto Done Right 
First Reveal:



Version 0.2
ICMC 2019

● Spent a year testing and tweaking

● Learned many lessons

● Prepared for next stage



Landing Page

● Simplified / Refactored

● Better Entry Points

● Site search

● A-Z index

● Tag/Topic

● Contribution Guides



Updated Layout & Legends

● Additional banners

● Standardization/consistency

● Better visual cues
Implementation Configuration

Upgrade/Patch Management Protocol



Polished Layout



Quick Starts - Developer

● One-stop place for all 

developers to upgrade 

and gain knowledge of 

their systems 

● Guidelines  for 

immediate patching of 

system

● Code is provided for 

easy implementation 



Quick Starts - IT

● Information is provided on 

the acceptable Web servers 

and  Browsers 

● Patch management and 

upgrade information if 

applicable

● Lists of recommended tools 

and configurations are 

provided 



Quick Starts - Manager

● Managers must know the 

high-level action plan 

● Overview of the techniques that 

must be used to ensure security

● Protocol, implementation, and 

configuration of the relevant 

topic is available 



The REAL Update:
Behind the Scenes

● Site updates are relatively minor

● Greater insight from collaboration



Lesson #1:
The Divide is REAL

● Cryptographers vs Users

● Example:

         “Why do you talk about DES?”



Lesson #2:
Usability Studies

● Attempted to recreate Usenix study

● Failed to find a similar population

● Received helpful feedback (+/-)



Lesson #3:
Collaboration 
Challenges

● Initial collaboration struggled

● Don’t Roll Your Own!



Putting it Together:
Collaboration v2

● All standard communications tools

● Git manages change controls

● Jekyl for page development



Using Jekyll 

WHY ARE WE USING IT?

● Static site generator for creating webpages

● Renders markdown files

● Easy integrations

● Widely used with Github 



Branches 

“Master”

● Default branch for deployment

● Changes made on development branch don’t 

affect the master branch

“Dev” 

● Used for testing in production before merging to 
master.

● Can roll it back by deploying the existing master 
into production if any new change causes issues



Flow

0
1 
Create Branch

You're creating an environment 
where you can try out new ideas.

0
2 

Add commits >> open pull/issue 
request >> Discuss/Review

From your environment to 
development branch

0
3 
Deploy >> Merge

Once changes have been verified in 
development branch, it is time to 
merge your code into the master 
branch!



Collaboration Guidelines!

Issue TemplateContributing Guideline Pull Request Template

Provides instructions  on 
how to properly 
contribute:

● Branches
● Templates
● Review & deploy 

process
● Ground rules

Standards for a pull 
request: 

● Description
● Pull request type
● Changes made
● Related issue
● How has it been 

tested or verified

Standards for an issue 
report:

● Types of issues
● Environment (i.e., 

browser, os)
● Descriptions and 

steps to reproduce 
the issue



Contributing Template

● Walkthrough of how to submit a 

contribution

○ fork and commit

○ Review, deployment, and merging

● Proper markdown files to use for pull 

request and issue

● Expected behaviors from all of us



Pull Request Template

● Standardize what should be included in a pull 

request.

● Initiate at any point during the development 

process.

● Track changes



Issue Template

With issues, we can:

● Reference other issues or pull requests (so that your 

issue automatically closes when you merge a pull 

request)

● Pin important issues to make them easier to find, 

preventing duplicate issues and reducing noise. 

● Report comments that violate GitHub's Community 

Guidelines. 



Pages Under Construction (Coming Soon!)

Feel free to contribute to the pages that are 

‘under construction’ with a Pull Request!

● Topics that are currently under 

construction :

○ Certification

○ AES Manager Quickstart

○ TLS 1.3 Manager Quickstart

○ SHA3 Landing Page, Dev QS, IT 

QS, Manager QS



The Future of 
Crypto Done Right

● Spin off from JHU

● Independent non profit

● Nexus of community, industry, 

academia partnership



Join our 
Community

● Contribute content

● Corporate sponsors

● Spread the word


